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Process assumption
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Assumption of a generic simplified 
causal-chain of harm

11/19/202217 10th Scandinavian Conference on System & Software Safety Gothenburg, 22nd- 23rd of November 2022



© 2018 Copyright Veoneer Inc. All Rights Reserved PUBLIC11/19/202218

Harm

Harm

10th Scandinavian Conference on System & Software Safety Gothenburg, 22nd- 23rd of November 2022

Ref.: [4]

harm

harm

harm

harm
harm

harm

harm



© 2018 Copyright Veoneer Inc. All Rights Reserved PUBLIC11/19/202219

Simplified causal chain of harm
3.74- harm 
physical injury or damage to the 
health of persons

3.75- hazard 
potential source of harm caused by 
malfunctioning behaviour of the item

3.88- malfunctioning behaviour
failure or unintended behaviour of an 
item with respect to its design intent

3.50- failure
termination of an intended behaviour 
of an element or an item due to a fault 
Manifestation.

3.50- fault
abnormal condition that can cause 
an element or an item to fail

3.50- error
discrepancy between a computed, observed or 
measured value or condition, and the true, 
specified or theoretically correct value or condition

3.8- functional insufficiency
insufficiency of specification or 
performance limitation 

3.11- hazard 
potential source of harm caused by 
the hazardous behaviour of the system

3.12- insufficiency of specification
specification, possibly incomplete, leading to 
hazardous behaviour in combination with one 
or more triggering conditions

3.22- performance limitation
limitation of the technical capability leading to 
hazardous behaviour in combination with one 
or more triggering conditions

3.29- triggering condition
specific conditions of a scenario that serve as 
an initiator for a subsequent system reaction 
leading to hazardous behaviour

10th Scandinavian Conference on System & Software Safety Gothenburg, 22nd- 23rd of November 2022

O
D

D
A

V
A

D
S 

fn
ct

. w
it

h 
D

D
T

Sy
st

em
s

Ref.: [9], [10]



© 2018 Copyright Veoneer Inc. All Rights Reserved PUBLIC11/19/202220

Simplified causal chain of harm
3.74- harm 
physical injury or damage to the 
health of persons

3.75- hazard 
potential source of harm caused by 
malfunctioning behaviour of the item

3.88- malfunctioning behaviour
failure or unintended behaviour of an 
item with respect to its design intent

3.50- failure
termination of an intended behaviour 
of an element or an item due to a fault 
Manifestation.

3.50- fault
abnormal condition that can cause 
an element or an item to fail

3.50- error
discrepancy between a computed, observed or 
measured value or condition, and the true, 
specified or theoretically correct value or condition

3.8- functional insufficiency
insufficiency of specification or 
performance limitation 

3.11- hazard 
potential source of harm caused by 
the hazardous behaviour of the system

3.12- insufficiency of specification
specification, possibly incomplete, leading to 
hazardous behaviour in combination with one 
or more triggering conditions

3.22- performance limitation
limitation of the technical capability leading to 
hazardous behaviour in combination with one 
or more triggering conditions

3.29- triggering condition
specific conditions of a scenario that serve as 
an initiator for a subsequent system reaction 
leading to hazardous behaviour

10th Scandinavian Conference on System & Software Safety Gothenburg, 22nd- 23rd of November 2022

Ref.: [9], [10]

Safety-related

AI/ML type of errors

O
D

D
A

V
A

D
S 

fn
ct

. w
it

h 
D

D
T

Sy
st

em
s



© 2018 Copyright Veoneer Inc. All Rights Reserved PUBLIC11/19/202221

Safety-related ML errors: ex.: FP, FN

3.4.2- error
discrepancy between a computed, observed or 
measured value or condition, and the true, 
specified or theoretically correct value or condition

Safety-related ML errors
Examples:
- False positive
- False negative
- incorrect classification
- Inaccurate estimation
- …

Insufficiencies
Examples:
- Bias
- Lack of robustness
- Lack of generalization
- Variance
- Prediction uncertainty
- …

Causes
Examples:
- Scalable oversight
- Distributional shift
- Under specification
- Overtraining
- …
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Use-case application:
AEB Pedestrian detection
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AEB- Use Case: Car-to-Pedestrian (CP)
(illustrative representation of the use case scenario within a sample Safe ODD)

Item 
definition

10th Scandinavian Conference on System & Software Safety Gothenburg, 22nd- 23rd of November 2022
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AEB Use-case: Car-to-Pedestrian(CP) 
Operational modes and operational situations

ACTIVEOFF

ON

Deactivated by driver 
or unavailability of 

ESC or ABS

During an active AEB 
intervention

Default operating 
mode

Item 
definition
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AEB Use-case definition: Car-to-Pedestrian(CP)
HARA (extremely tailored view for the use case)

Item 
definition

AEB HARA

Hazard ID Sub-fnctn Fnctn specific failure
mode

Hazardous event S E C ASIL SG Safe 
state

FTTI

AEB_01 Apply full brake 
at collision 
threat

AEB full brake is applied 
with inappropriate brake 
force distribution

Driver loses control over ego 
vehicle and collides with e.g., 
other vehicle, pedestrian or road 
structure

SX EX CX ASILX AEB intervention 
shall not cause 
vehicle instability

AEB 
inactive

XXX ms

10th Scandinavian Conference on System & Software Safety Gothenburg, 22nd- 23rd of November 2022
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Item 
definition

AEB HARA

AEB Use-case: Car-to-Pedestrian(CP)
Simplified FTA on preliminary architectural assumption for the use case

AEB FSC

Violation of SG: 

AEB intervention causes 
vehicle instability

ADS Perception/ 
Sensor Platform

Vehicle Network AD Vehicle Platform

OR
AEB TSC-
L10

ASIL Y(X)

ASIL X

ASIL Z(X)

Sensing Decision and controlPerception
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FLC ECU

AEB Use-case: Car-to-Pedestrian(CP) 
Perception errors of the CNN classifier within the FLC 

odd_aeb_inter
vention_req

obj_det
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FLC ECU

AEB Use-case: Car-to-Pedestrian(CP) 
Safety-critical view of the holistic design- FLC critical AI/ML signal pattern
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obj_det
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ADS Sensor system missions

• Perception

• Detect traffic participants

• Detect pedestrians

• Detect cyclists

• …

• Detect Road environment

• Detect …

Item 
definition
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FLC ECU

AEB Use-case: Car-to-Pedestrian(CP) 
Safety-critical view of the holistic design- FLC critical AI/ML signal pattern
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Perception

Item 
definition

AEB HARA

AEB FSC

AEB TSC-
L10

AEB TSC-
L20

Safety related signals (tailored view) :

- Frame number

- Object ID

- Objects position in x-axis

- Objects position in y-axis

- Objects velocity in x-axis

- Objects velocity in y-axis

- Objects width

- Objects length

- Objects yaw angle

- Objects yaw rate

- etc…
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AEB Use-case: Car-to-Pedestrian(CP)
OD architectural design combining Code and Reqs

Item 
definition

AEB HARA

AEB FSC

AEB TSC-
L10

AEB TSC-
L20

System FTA

System DFA
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AEB Use-case: Car-to-Pedestrian(CP) 
Preliminary item architectural model- FLC critical AI/ML signal pattern
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Perception

Item 
definition

AEB HARA

AEB FSC

AEB TSC-
L10

AEB TSC-
L20

Failure mode examples:

- Safety-related E/E errors

➢ Fail to communicate object properties correctly

➢ Ghost object output (FP)

➢ Wrong object ID

➢ Wrong longitudinal position of dynamic object

➢ Erroneous confidence level of objects

➢ etc…

FLC ECU
obj_det

System 1
ADS Sensor/Perception Platform

odd_aeb_inter
vention_req

10th Scandinavian Conference on System & Software Safety Gothenburg, 22nd- 23rd of November 2022
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Statistical Behaviour

• All classifiers have a ROC 
curve.

• ISO-26262 does not deal 
with performance-
related safety, its more 
ISO 21448.

• The CNN classifier errors 
originated from ML-
errors

11/19/202235

Algorithmic Performance – The ROC curve

Confidence

Threshold

TP

FP

TN

FN

FN

FP

Ref.: [16]



Lessons learned 1

Bad ADASfunction
The driver is expected
to operate the vehicle,
and take full responsibility.

Hitting a pedestrian is
the driver’s fault.

The ADAS function, that should
help the driver avoid 
pedestrians,  performs badly. 

The human drives unsafely.

11/19/2022 10th Scandinavian Conference on System & Software Safety Gothenburg, 22nd- 23rd of November 202236

Unsafe ADAS function

The driver is not expecting the ADAS
function to suddenly brake or steer

to avoid an imaginary pedestrian.

The drivers have limited controllability
over the situation, and the severity

is high. 

The ADAS function is unsafe.

Avoiding FPs is the primary
objective in ADASRef.: [4],[16]



ADAS FN/FP Compromise

11/19/202237

Avoiding FPs is the primary objective in ADAS

FN

FP

Ref.: [16]

• FPs ~ Fraction of FPs/exposed object??

• FNs ~ Fraction of FNs/exposed object??



Unsafe
The ADS is expected
to operate the vehicle for
the entire DDT.

Hitting a pedestrian is
the ADS’ fault.

The ADS behaves unsafely.

11/19/2022
10th Scandinavian Conference on System & Software 
Safety Gothenburg, 22nd- 23rd of November 202238

Unsafe

The ADS function
causes an accident due

to the ghost object.

The ADS function behaves unsafely.

Avoiding both FPs and FNs
is safety-critical in ADS!

Lessons learned 2

Ref.: [4],[16]



ADS FN/FP Compromise

• FPs ~ Fraction of FPs/exposed object??

• FNs ~ Fraction of FNs/exposed object??

11/19/2022 10th Scandinavian Conference on System & Software Safety Gothenburg, 22nd- 23rd of November 202239

FN

FP

Avoiding both FPs and FNs
is safety-critical in ADS!

6(?) orders of magnitudeRef.: [16]



Question
• What shall be done to improve the ROC-curve for both 

FN/FP type of safety-related ML-errors?

11/19/2022
10th Scandinavian Conference on System & Software Safety Gothenburg, 22nd- 23rd of November 2022
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Ref.: [16]

− Training data set?
− Assure sufficient/complete data set?
− ….



Conclusion and Outlook

➢Collaboration

➢Safety claim for ADS

➢Safety claim for ADAS

➢Research

➢Regulations and laws

➢New Standards like ISO TS 5083 and ISO PAS 8800

11/19/2022
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